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DATA PROTECTION ADDENDUM 

This Data Protection Addendum ("Addendum") supplements and is hereby incorporated by reference into the 
Terms and Conditions of Service (the “Terms”) to which it is linked between the applicable Sonru Group entity 
(hereinafter, “Company”) and the entity entering into the Terms with Company (hereinafter, “Client”). 
Acceptance of the Terms, as evidenced by execution of an Order Form between Company and Client shall 
indicate acceptance of this Addendum and, if applicable, Annex 1 attached hereto.   

The terms used in this Addendum shall have the meanings set forth herein. Capitalized terms not otherwise 
defined herein shall have the meaning given to them in the Terms.  Except as modified below, the Terms shall 
remain in full force and effect. 

I. Introduction 
1. Definitions. 

• "controller", "processor", "data subject", “personal data”, “personal data breach” 
"processing" (and "process") shall have the meanings given in the GDPR. 

• “Applicable Data Protection Law" shall mean the GDPR, the UK Data Protection Act 2018 
and the Privacy and Electronic Communications Directive 2002/58/EC (as amended)  and  any 
national implementing laws and or any successor legislation and/or regulation made pursuant 
to them, and any other applicable laws and regulations relating to the processing of personal 
data and privacy which may exist in a relevant jurisdiction, including, if applicable, the guidance 
and codes of practice issued by the relevant supervisory authority as well as any other rules, 
procedures, standards and guidelines.  

• “Candidate” shall have the same meaning as in the Terms. 
• “Client Data” shall have the meaning set forth in the Terms. 
• "GDPR" shall mean, in each case to the extent applicable to the processing activities:  (i) 

Regulation 2016/679 of the European Parliament and of the Council on the protection of natural 
persons with regard to the processing of personal data and on the free movement of such data 
(“General Data Protection Regulation”); and (ii) Regulation (EU) 2016/679 as amended by any 
legislation arising out of the withdrawal of the UK from the European Union. 

• “Subscription Service” shall have the same meaning as in the Terms. 

2. Relationship of the Parties. The parties acknowledge and agree that, with regard to the processing 
of Personal Data under this Addendum, Client is a controller, and Company is a processor. Each party 
shall comply with its obligations under Applicable Data Protection Law, and this Addendum, when 
processing such Personal Data. 

 

II. Processor Obligations 
1. Details of the Processing. 

a. Purpose of the Processing: The purpose of the data processing under this Addendum is the 
provision of the Subscription Services provided by Company as more fully set forth in the Terms. 

b. Categories of Data: The categories of data processed shall be as specified in Appendix 1 
attached hereto and incorporated herein by this reference. 

c. Categories of Data Subjects: Data subjects may include Client’s employees and Candidates. 
d. Duration of the Processing: The duration of the data processing of Client Data under this 

Addendum is necessarily as determined by Client or in accordance with the Termination 
Clause as set out in the Terms. 
 

2. Client Instructions. To the extent that the Company is a processor of the Client, it shall process 
personal data only in accordance with Client’s instructions as documented in the Terms and this 
Addendum, or  as otherwise necessary to provide the Subscription Services,  or as otherwise agreed 
in writing from time to time (“Permitted Purposes”), or as required by applicable law. If the Company 
is required to process the personal data for any other purpose by applicable laws to which the 
Company is subject, the Company will inform the Client of this requirement first, unless prohibited by 
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such applicable laws. Additional instructions from Client will be deemed part of the Permitted Purposes, 
however, if outside the scope of the Terms, this Addendum, or as otherwise needed to provide the 
Subscription Services they may result in additional fees to become payable by Client to Company for 
carrying out those instructions. The Client shall ensure that its instructions comply with all Applicable 
Data Protection Laws, and that Company’s processing of the Personal Data in accordance with Client’s 
instructions will not cause Company to violate any applicable law, regulation or rule, including any 
Applicable Data Protection Law. Company agrees not to access or use Personal Data, except as 
necessary to maintain or provide the Subscription Services, or as necessary to comply with the law or 
other binding governmental order. Company will promptly notify Client if Company believes any 
instructions to process Personal Data violate Applicable Law, including any Applicable Data Protection 
Law it being acknowledged that the Company shall not be obliged to undertake additional work or 
screening to determine if Client's instructions are compliant. Client acknowledges that this Addendum 
provides sufficient guarantees to the Client regarding the implementation by Company of appropriate 
technical and organizational measures insofar as complying with Company’s obligations under the 
Applicable Data Protection Law. 

3. Confidentiality and Notification of Data Subject Request. 
a. Confidentiality of Personal Data and Responding to Third Party Requests. In the event that 

any request, correspondence, enquiry or complaint from a data subject, regulatory or third 
party is made directly to Company in connection with Company’s processing of Personal Data 
as a processor of the Client, Company shall promptly inform Client providing details of the 
same, to the extent legally permitted. Unless legally obligated to do so, Company shall not 
respond to any such request, inquiry or complaint without Client’s prior consent except to 
confirm that the request relates to Client to which Client hereby agrees. 

b. Confidentiality Obligations of Company Personnel. Company will ensure that any person it 
authorizes to process the Personal Data (including employees, contractors and sub-
processors) shall protect the Client Data in accordance with Company's confidentiality 
obligations under the Terms. 

4. Sub-processors. Client consents to Company engaging third party sub-processors to process 
Personal Data for Permitted Purposes provided that: 

a. The Company notifies the Client regarding the appointment of the new sub-processor at least 
ten (10) calendar days before such appointment.  If Client objects to a new sub-processor 
on reasonable data protection grounds within ten (10) calendar days of notification, the 
parties shall discuss commercially reasonable alternative solutions in good faith with the 
objective of (i) providing the Subscription Services to Client without use of the objectionable 
sub-processor or (ii) providing alternatives to the use of the objectionable sub-processor. If 
the parties cannot reach resolution, Client shall continue to receive parts of the Subscription 
Service that do not utilize the objectionable sub-processor and receive a prorated refund for 
the part(s) of the Subscription Service Client is unable to use. If Client does not object to the 
engagement of a new sub-processor within the timeframe set forth herein, Client shall be 
deemed to have consented to use of the sub-processor. The Client is deemed to have 
already consented to the Company's use of the sub-processors that are listed in Appendix 
1 attached hereto.   

b. Company imposes data protection terms on any sub-processor it appoints that require it to 
protect the Personal Data to the standard required by Applicable Data Protection Law and 
terms equivalent to this Addendum; and 

c. Company shall be liable for any breach of this Addendum that is caused by an act, error or 
omission of its sub-processors. 

5. Data Subject Rights as to Personal Data. Upon request, Company will provide reasonable 
assistance (at Client’s expense) to assist Client in complying with its data protection obligations with 
respect to data subject rights under Applicable Data Protection Law. 

6. Impact Assessments and Consultations. The Company shall provide reasonable assistance to 
Client (at Client’s expense) in connection with any data protection impact assessment or consultations 
with supervisory authorities that may be required under Applicable Data Protection Law. 
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7. Return or Deletion of Client Data.  If applicable, the Terms set forth the means by which Client may 
obtain a copy of its Client Data (including any Personal Data) and a storage period for the Client Data.  
Client shall have the opportunity during the Term of the Terms and upon termination or expiration of 
the Agreement, to obtain Client Data as established in the Terms. The requirement to delete Client 
Data shall not apply to the extent that Company is required by or permitted by law to retain some or all 
of the Client Data (including any Personal Data) for its legal requirements. 

8. Audit Obligations. 
a. Company’s Audit Program: The parties acknowledge that, where Company is subject to the 

GDPR, Client must be able to assess Company’s compliance with its obligations under 
Applicable Data Protection Law, insofar as Company is acting as a processor on behalf of 
Client.  Company may, and any Company data host provider (i.e. sub-processor) may, use 
external auditors to verify the adequacy of its security measures with respect to its 
processing of Client Data. Such audits are generally conducted annually, are performed at 
Company’s (or the sub-processor’s) expense by independent third-party security 
professionals, and result in the generation of a confidential audit report.  

b. Client Audit: Upon Client’s written request at reasonable intervals, and subject to reasonable 
confidentiality controls, Company shall make available to Client a copy of the most recent 
audit report(s) generated as described in Section 8.a. in the form Company generally makes 
such audit report available to its clients (Company’s Audit Program), as applicable. Client 
acknowledges and further agrees that any such audit reports meet Client’s audit 
requirements, and Client agrees to exercise any right it may have to conduct an inspection 
or audit (including under Standard Contractual Clauses, as applicable) by instruction to 
Company to carry out the audit described above in Section 8.a (Company’s Audit Program). 
If Company does not provide the audit reports in a timely manner pursuant to Client’s written 
request, then Client may request Company, upon reasonable prior written notice, and no 
more often than once per calendar year, make available all information necessary to 
demonstrate compliance with the obligations set forth in the Applicable Data Protection Laws 
and shall allow for and contribute audits as required by the Applicable Data Protection Laws. 
If the Standard Contractual Clauses apply, nothing in this Section 8 (Audit Obligations) varies 
or modifies the Standard Contractual Clauses nor affects the supervisory authorities’ or data 
subjects’ rights under the Standard Contractual Clauses.  

 
III. Controller Obligations  
1. Purpose Limitation. Client shall process Personal Data in accordance with Applicable Data Protection 

Law and consistent with its Privacy Notices and or policies as posted on its publicly available website 
and/or the Terms. 

2. Transparency. Client shall be responsible for ensuring its end users are provided adequate notice 
of Client’s processing activities and shall make available to end users a privacy notice that fulfills the 
requirements of Applicable Data Protection Law and obtains all necessary consents in compliance 
with the Applicable Data Protection Law. 

IV. Security 
1. Security Measures. Taking into account the state of the art, the costs of implementation and the 

nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity 
for the rights and freedoms of natural persons, Company shall in relation to the Personal Data 
implement appropriate technical and organizational measures to ensure a level of security appropriate 
to that risk, including, as appropriate, the measures referred to in Article 32(1) of the GDPR. These 
measures are listed in Appendix 2. 

c. Determination of Security Requirements: Client is responsible for reviewing the information 
Company makes available regarding its data security and making an independent 
determination as to whether the Subscription Service meets Client’s requirements and legal 
obligations, including its obligations under this Addendum. Client is further responsible for 
properly configuring the Subscription Service and using available features and functionalities 
to maintain appropriate security in light of the nature of the data processed by Client’s use of 
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the Subscription Services. 
d. Personal Data Breach Notification: If Company becomes aware of a confirmed personal data 

breach involving Client Data containing the Personal Data of data subjects, Company will 
investigate the breach and take action to mitigate its effects and notify Client of the incident 
without undue delay . If the impacted data subjects are required to be notified of the personal 
data breach, Company will provide reasonable assistance to Client to effectuate appropriate 
notice to the impacted data subjects and to the relevant supervisory authorities, as applicable. 

 

V. International Transfers of Data 
1. Company hosts personal data in servers within the EEA. Company may subcontract part of its 

processing to its affiliate in the United States and in other jurisdictions, including the European 
Economic Area (“EEA”), or as otherwise required pursuant to Appendix 3.  To the extent that Client’s 
use of the Company Services requires transfer of personal data out of the EEA, Company will take such 
measures as are necessary to ensure the transfer is in compliance with Applicable Data Protection Law. 
Such measures may include (without limitation) transferring the Personal Data to a recipient in a country 
that the European Commission has determined provides adequate protection for personal data, to a 
recipient that has achieved binding corporate rules authorization in accordance with Applicable Data 
Protection Law,  to a recipient that has executed Standard Contractual Clauses adopted or approved 
by the European Commission, or relies on a derogation for the transfer. 

a. Standard Contractual Clauses: Where required, the parties further agree that controller to 
processor Standard Contractual Clauses attached as Annex 1 to this Addendum will apply 
to Personal Data that is transferred from the European Economic Area and/or Switzerland 
to outside the European Economic area and Switzerland, either directly or via onward 
transfer, to any country or recipient not recognized by the European Commission as 
providing an adequate level of protection for personal data (as described in the GDPR) . To 
the extent needed, the Company may supplement or replace the controller to processor 
Standard Contractual Clauses at anytime if required by Applicable Data Protection Law. 
Where required the Client hereby agrees to the Company entering into the SCCs with sub-
processors on Client's behalf. 

 
VI. Miscellaneous 
1. Conflict. This Addendum supersedes and replaces all prior and contemporaneous proposals, 

statements, sales materials or presentations and agreements (other than the Terms), oral and written, 
with regard to the subject matter of this Addendum, including any prior data processing addenda 
entered into between Company and Client. If   there is any conflict between this Addendum and any 
agreement, including the Terms, the terms of this Addendum shall control with regards to the 
processing of Personal Data. 

2. Regulatory Penalties and Data Subject Claims. Notwithstanding anything to the contrary in this 
Addendum or in the Terms (including, without limitation, either party’s indemnification obligations), 
neither party shall be responsible for any regulatory fines issued or levied against the other party by 
a regulatory authority or governmental body or any claims lodged against it by the data subjects in 
connection with such other party’s violation of the Applicable Data Protection Laws. 

 

3. Country-Specific Terms. Each party agrees that it will comply with the country specific provisions 
set out in Appendix 3 whenever and to the extent that the Applicable Data Protection Laws of a 
country listed in Appendix 3 is applicable to it, either because it is itself subject to such Applicable 
Data Protection Laws or because it is processing Personal Data on behalf of a controller to whom 
such Applicable Data Protection Laws apply. 
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APPENDIX 1: DETAILS OF PROCESSING OF PERSONAL DATA 

This Appendix 1 includes certain details of the processing of Personal Data as required under Article 28(3) 
of the GDPR. 

Subject matter and duration of the Processing of Personal Data 

The subject matter and duration of the processing of Personal Data are set out in this Addendum. 

The nature and purpose of the Processing of Personal Data 

As set out in the Terms. 

The types of Personal Data to be Processed 

Personal Data being processed may include: 

• Email address 
• Name 
• Place of birth 
• Gender 
• Resume/CV information 
• Income 
• Occupation 
• Phone number 
• Recorded videos 
• Recorded audio 
• Answers to questions: 

o Work history 
o Education history 
o Work preferences 
o Personal interests 
o Behaviors 
o Motives 
o Talents 
o Aptitudes 
o Competencies 

The categories of Data Subject to whom the Personal Data relate would include: 

Client's Candidates and/or employees 

Sub-processors currently engaged by Company to carry out processing activities on Personal Data on 
behalf of Client 

For Clients Utilizing the Modern Hire Platform: 

Amazon Web Services (Hosting provided) 

Vonage, Inc. (Communications service provider) 

Twilio, Inc. (Communications service provider) 

Computer Generated Solutions (Customer support services) 

For Clients Utilizing the Sonru Platform: 
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Modern Hire, Inc. (affiliated entity) 

Amazon Web Services (Hosting provider) 

Assembla (Job ticketing, version control and source code management software)  

Airbrake (Performance monitoring and exception tracking) 

Brightcove/Zencoder (Video management software) 

Filestack (Image processing software) 

Intercom (In-App Customer messaging tool) 

Unfuddle (Ticket management web app) 

Rackspace (Corporate email hosting)  

Wowza (Video streaming software) 

Zendesk (Customer support solution) 
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APPENDIX 2: SECURITY MEASURES 

Company shall implement appropriate technical and organizational measures to protect the data subjects’ 
personal data from unauthorized access, acquisition, or disclosure, destruction, alteration, accidental loss, 
misuse, or damage that are no less rigorous than accepted industry practices, and shall ensure that all such 
safeguards, including the manner in which personal data is created, collected, accessed, received, used, 
stored, processed, disposed of, and disclosed, comply with applicable data protection and privacy laws. 
These safeguards include, but are not limited to: (a) pseudonymisation and encryption of personal data; (b) 
the ability to ensure the on-going confidentiality, integrity, availability and resilience of processing systems 
and services; (c) the ability to restore the availability and access to personal data in a timely manner in the 
event of a physical or technical incident; and (d) a process for regularly testing, assessing and evaluating 
the effectiveness of technical and organizational measures to ensure the security of processing. 

When assessing data security measures, Company will consider the risks presented by processing 
personal data, such as accidental or unlawful destruction, loss, alteration, unauthorized disclosure of or 
access to personal data. Security measures will include: (a) limiting access of personal data to authorized 
employees; (b) securing business facilities, data centers, paper files, servers, backup systems and 
computing equipment; (c) implementing network, application, database and platform security; (d) 
segregating Client’s personal data from Company’s other data; (c) conducting risk assessments, 
penetration testing and vulnerability scans; (d) implementing appropriate personnel security and integrity 
procedures and practices consistent with applicable law; and (e) providing appropriate privacy and data 
security training to employees. 

• Personal Data will be: 
o Secured at rest. 
o Secured in transit. 
o Destroyed in accordance with record retention and Company policies in accordance with 

industry standards. 
 

• Company systems that store or transmit Personal Data will do the following: 
o Restrict physical and login access to authorized users. 
o Maintain up-to-date software patches and anti-virus software. 
o Enable and use firewalls where applicable. 
o Perform regular security scans on the computing systems, equipment and networks. 
o Maintain intrusion detection services which cover all ingress/egress points. 
o Firewalls will be managed with the ability to alert on and blacklist specific IP addresses 

during any denial of service (DOS) or distributed denial of service (DDOS) attacks. 
o DNS services shall be employed to allow for multiple, geographically dispersed, hardened 

servers. 

• Vulnerability management is handled through regular and ad hoc security scans: 
o External and internal network vulnerability scans. 
o Internet application testing. 
o Third-party network penetration testing and application testing. 
o Static and dynamic code testing by developers. 
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APPENDIX 3 – COUNTRY SPECIFIC TERMS 

Australian Addendum 

In this addendum: 

"Australian Privacy Principles" or "APPs", mean the Australian Privacy Principles set out in 
Schedule 1 to the Privacy Act; 

"Privacy Act" means the Australian Privacy Act 1988 (Cth); 

"Data Protection Addendum" means the Data Protection Addendum to which this addendum is 
attached. 

Terms defined in the Data Protection Addendum have the meaning given in the in Data Protection 
Addendum, subject to the modifications set out below: 

A reference in the Data Protection Addendum to:  

"Applicable Data Protection Law" includes the Privacy Act to the extent it applies; 

"Personal Data" and "Personal Information" includes "personal information" as defined in the 
Privacy Act;  

"personal data breach" includes "eligible data breach" as defined in the Privacy Act; 

"data subject" includes "individual" as defined in the Privacy Act; and 

"process" includes "collect", "disclose", "hold" and "use" as defined in the Privacy Act. 

The Client must comply with the Privacy Act and the Australian Privacy Principles whether or not it is 
required to do so under the Privacy Act. 

The Company must comply with the Australian Privacy Principles, other than Australian Privacy Principle 1, 
in relation to Personal Information. 

To the extent the Client's use of the Services requires the transfer of Personal Information outside Australia, 
the Company will use reasonable steps to ensure that the overseas recipient does not breach the Australian 
Privacy Principles in relation to the Personal Information.  

To the extent that the parties use any Personal Information for electronic direct marketing, that party must 
comply with the Spam Act 2003 (Cth). 

To the extent that the parties use any Personal Data for phone marketing, that Party must comply with the 
Do Not Call Register Act 2006 (Cth) and the Telecommunications (Telemarketing and Research Calls) 
Industry Standard 2017. 

Nothing in clause IV (Security) of the Data Protection Addendum is intended to exclude, restrict or modify 
any obligations that a party has under the Privacy Act in relation to eligible data breaches (as defined in the 
Privacy Act). 

Singapore Addendum 

In this addendum: 

• "PDPA" means the Singapore Personal Data Protection Act 2012 (No. 26 of 2012); and 

• "Data Protection Addendum" means the Data Protection Addendum to which this Singapore 
addendum is attached. 

Terms defined in the Data Protection Addendum have the meanings given in the Data Protection Addendum, 
subject to the modifications set out below: 

• "Applicable Data Protection Law" includes the PDPA to the extent it applies; 
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• "Commercial Electronic Messages" shall have the meaning given in the Spam Control Act (Cap. 
311A).  

• "controller" includes "organisation" as defined in the PDPA; 

• "data subject" includes "individual" as defined in the PDPA; 

• "processor" includes "data intermediary" as defined in the PDPA; 

• "personal data" and "personal information" includes "personal data" as defined in the PDPA; and  

• "personal data breach", in relation to Personal Data, means: (a) the unauthorized access, 
collection, use, disclosure, copying, modification or disposal of Personal Data, or (b) the loss of any 
storage medium or device on which Personal Data is stored in circumstances where the 
unauthorized access, collection, use, disclosure, copying, modification or disposal of the Personal 
Data is likely to occur.  

To the extent the Client's use of the Services requires the transfer of Personal Data outside Singapore, the 
Company will only transfer such Personal Data to the following countries and/or territories: [insert].   

To the extent that either party uses the Services for the sending of Commercial Electronic Messages, that 
party must comply with the Spam Control Act (Cap. 311A).  
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Annex 1 

Standard Contractual Clauses (processors) 
 
For the purposes of Article 26(2) of Directive 95/46/EC for the transfer of personal data to processors 
established in third countries which do not ensure an adequate level of data protection 

The entity identified as “Client” in the DPA 
(the “data exporter”) 

 
and 

                                     
The entity identified as “Company” in the DPA 

 
(the “data importer”) 

 
each a “party”; together “the parties”, 

 
 
HAVE AGREED on the following Contractual Clauses (the Clauses) in order to adduce adequate safeguards 
with respect to the protection of privacy and fundamental rights and freedoms of individuals for the transfer 
by the data exporter to the data importer of the personal data specified in Appendix 1. 
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Clause 1 
Definitions 

 
For the purposes of the Clauses: 

(a) 'personal data', 'special categories of data', 'process/processing', 'controller', 'processor', 'data 
subject' and 'supervisory authority' shall have the same meaning as in Directive 95/46/EC of the 
European Parliament and of the Council of 24 October 1995 on the protection of individuals with 
regard to the processing of personal data and on the free movement of such data;  

(b) 'the data exporter' means the controller who transfers the personal data; 

(c) 'the data importer' means the processor who agrees to receive from the data exporter personal 
data intended for processing on his behalf after the transfer in accordance with his instructions and 
the terms of the Clauses and who is not subject to a third country's system ensuring adequate 
protection within the meaning of Article 25(1) of Directive 95/46/EC 

(d) 'the subprocessor' means any processor engaged by the data importer or by any other subprocessor 
of the data importer who agrees to receive from the data importer or from any other subprocessor 
of the data importer personal data exclusively intended for processing activities to be carried out 
on behalf of the data exporter after the transfer in accordance with his instructions, the terms of 
the Clauses and the terms of the written subcontract; 

(e) 'the applicable data protection law' means the legislation protecting the fundamental rights and 
freedoms of individuals and, in particular, their right to privacy with respect to the processing of 
personal data applicable to a data controller in the jurisdiction in which the data exporter is 
established; 

(f) 'technical and organisational security measures' means those measures aimed at protecting 
personal data against accidental or unlawful destruction or accidental loss, alteration, unauthorised 
disclosure or access, in particular where the processing involves the transmission of data over a 
network, and against all other unlawful forms of processing. 

 
Clause 2 

Details of the transfer 
 
The details of the transfer and in particular the special categories of personal data where applicable are specified 
in Appendix 1 which forms an integral part of the Clauses. 
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Clause 3 
Third-party beneficiary clause 

1. The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i), Clause 5(a) 
to (e), and (g) to (j), Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to 12 as third-party 
beneficiary. 

2. The data subject can enforce against the data importer this Clause, Clause 5(a) to (e) and (g), 
Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where the data exporter has factually 
disappeared or has ceased to exist in law unless any successor entity has assumed the entire legal 
obligations of the data exporter by contract or by operation of law, as a result of which it takes on the 
rights and obligations of the data exporter, in which case the data subject can enforce them against 
such entity. 

3. The data subject can enforce against the subprocessor this Clause, Clause 5(a) to (e) and (g), 
Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where both the data exporter and the 
data importer have factually disappeared or ceased to exist in law or have become insolvent, unless 
any successor entity has assumed the entire legal obligations of the data exporter by contract or by 
operation of law as a result of which it takes on the rights and obligations of the data exporter, in 
which case the data subject can enforce them against such entity. Such third-party liability of the 
subprocessor shall be limited to its own processing operations under the Clauses. 

4. The parties do not object to a data subject being represented by an association or other body if the 
data subject so expressly wishes and if permitted by national law. 

 
Clause 4 

Obligations of the data exporter 

The data exporter agrees and warrants: 

(a) that the processing, including the transfer itself, of the personal data has been and will continue 
to be carried out in accordance with the relevant provisions of the applicable data protection law 
(and, where applicable, has been notified to the relevant authorities of the jurisdiction where the 
data exporter is established) and does not violate the relevant provisions of that jurisdiction; 

(b) that it has instructed and throughout the duration of the personal data processing services will 
instruct the data importer to process the personal data transferred only on the data exporter's behalf 
and in accordance with the applicable data protection law and the Clauses; 

(c) that the data importer will provide sufficient guarantees in respect of the technical and 
organisational security measures specified in Appendix 2 to this contract; 

(d) that after assessment of the requirements of the applicable data protection law, the security 
measures are appropriate to protect personal data against accidental or unlawful destruction or 
accidental loss, alteration, unauthorised disclosure or access, in particular where the processing 
involves the transmission of data over a network, and against all other unlawful forms of processing, 
and that these measures ensure a level of security appropriate to the risks presented by the processing 
and the nature of the data to be protected having regard to the state of the art and the cost of their 
implementation; 

(e) that it will ensure compliance with the security measures; 
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(f) that, if the transfer involves special categories of data, the data subject has been informed or will be 
informed before, or as soon as possible after, the transfer that its data could be transmitted to a 
third country not providing adequate protection within the meaning of Directive 95/46/EC; 

(g) to forward any notification received from the data importer or any subprocessor pursuant to Clause 
5(b) and Clause 8(3) to the data protection supervisory authority if the data exporter decides to 
continue the transfer or to lift the suspension; 

(h) to make available to the data subjects upon request a copy of the Clauses, with the exception of 
Appendix 2, and a summary description of the security measures, as well as a copy of any contract 
for subprocessing services which has to be made in accordance with the Clauses, unless the 
Clauses or the contract contain commercial information, in which case it may remove such 
commercial information; 

(i) that, in the event of subprocessing, the processing activity is carried out in accordance with Clause 
11 by a subprocessor providing at least the same level of protection for the personal data and the 
rights of data subject as the data importer under the Clauses; and 

(j) that it will ensure compliance with Clause 4(a) to (i). 
 

Clause 5 
Obligations of the data importer 

The data importer agrees and warrants: 

(a) to process the personal data only on behalf of the data exporter and in compliance with its 
instructions and the Clauses; if it cannot provide such compliance for whatever reasons, it agrees 
to inform promptly the data exporter of its inability to comply, in which case the data exporter is 
entitled to suspend the transfer of data and/or terminate the contract; 

(b) that it has no reason to believe that the legislation applicable to it prevents it from fulfilling the 
instructions received from the data exporter and its obligations under the contract and that in the 
event of a change in this legislation which is likely to have a substantial adverse effect on the 
warranties and obligations provided by the Clauses, it will promptly notify the change to the data 
exporter as soon as it is aware, in which case the data exporter is entitled to suspend the transfer of 
data and/or terminate the contract; 

(c) that it has implemented the technical and organisational security measures specified in Appendix 
2 before processing the personal data transferred; 

(d) that it will promptly notify the data exporter about: 

(i) any legally binding request for disclosure of the personal data by a law enforcement 
authority unless otherwise prohibited, such as a prohibition under criminal law to preserve 
the confidentiality of a law enforcement investigation, 

(ii) any accidental or unauthorised access, and 

(iii) any request received directly from the data subjects without responding to that request, 
unless it has been otherwise authorised to do so; 

(e) to deal promptly and properly with all inquiries from the data exporter relating to its processing 
of the personal data subject to the transfer and to abide by the advice of the supervisory authority 
with regard to the processing of the data transferred; 
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(f) at the request of the data exporter to submit its data processing facilities for audit of the processing 
activities covered by the Clauses which shall be carried out by the data exporter or an inspection 
body composed of independent members and in possession of the required professional 
qualifications bound by a duty of confidentiality, selected by the data exporter, where applicable, 
in agreement with the supervisory authority; 

(g) to make available to the data subject upon request a copy of the Clauses, or any existing contract 
for subprocessing, unless the Clauses or contract contain commercial information, in which case it 
may remove such commercial information, with the exception of Appendix 2 which shall be 
replaced by a summary description of the security measures in those cases where the data subject 
is unable to obtain a copy from the data exporter; 

(h) that, in the event of subprocessing, it has previously informed the data exporter and obtained its 
prior written consent; 

(i) that the processing services by the subprocessor will be carried out in accordance with Clause 11; 

(j) to send promptly a copy of any subprocessor agreement it concludes under the Clauses to the data 
exporter. 

 
Clause 6 
Liability 

1. The parties agree that any data subject, who has suffered damage as a result of any breach of the 
obligations referred to in Clause 3 or in Clause 11 by any party or subprocessor is entitled to 
receive compensation from the data exporter for the damage suffered. 

2. If a data subject is not able to bring a claim for compensation in accordance with paragraph 1 against 
the data exporter, arising out of a breach by the data importer or his subprocessor of any of their 
obligations referred to in Clause 3 or in Clause 11, because the data exporter has factually 
disappeared or ceased to exist in law or has become insolvent, the data importer agrees that the data 
subject may issue a claim against the data importer as if it were the data exporter, unless any 
successor entity has assumed the entire legal obligations of the data exporter by contract of by 
operation of law, in which case the data subject can enforce its rights against such  entity. The data 
importer may not rely on a breach by a subprocessor of its obligations in order to avoid its own 
liabilities. 

3. If a data subject is not able to bring a claim against the data exporter or the data importer referred to 
in paragraphs 1 and 2, arising out of a breach by the subprocessor of any of their obligations referred 
to in Clause 3 or in Clause 11 because both the data exporter and the data importer have factually 
disappeared or ceased to exist in law or have become insolvent, the subprocessor agrees that the data 
subject may issue a claim against the data subprocessor with regard to its own processing operations 
under the Clauses as if it were the data exporter or the data importer, unless any successor entity 
has assumed the entire legal obligations of the data exporter or data importer by contract or by 
operation of law, in which case the data subject can enforce its rights against such entity. The liability 
of the subprocessor shall be limited to its own processing operations under the Clauses. 
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Clause 7 
Mediation and jurisdiction 

1. The data importer agrees that if the data subject invokes against it third-party beneficiary rights 
and/or claims compensation for damages under the Clauses, the data importer will accept the 
decision of the data subject: 

(a) to refer the dispute to mediation, by an independent person or, where applicable, by the 
supervisory authority; 

(b) to refer the dispute to the courts in the jurisdiction in which the data exporter is established. 

2. The parties agree that the choice made by the data subject will not prejudice its substantive or 
procedural rights to seek remedies in accordance with other provisions of national or international 
law. 

 
Clause 8 

Cooperation with supervisory authorities 

1. The data exporter agrees to deposit a copy of this contract with the supervisory authority if it so 
requests or if such deposit is required under the applicable data protection law. 

2. The parties agree that the supervisory authority has the right to conduct an audit of the data importer, 
and of any subprocessor, which has the same scope and is subject to the same conditions as would 
apply to an audit of the data exporter under the applicable data protection law. 

3. The data importer shall promptly inform the data exporter about the existence of legislation 
applicable to it or any subprocessor preventing the conduct of an audit of the data importer, or 
any subprocessor, pursuant to paragraph 2. In such a case the data exporter shall be entitled to 
take the measures foreseen in Clause 5 (b). 

 
Clause 9 

Governing Law 

The Clauses shall be governed by the law of the jurisdiction which the data exporter is established. 
 

Clause 10 
Variation of the contract 

The parties undertake not to vary or modify the Clauses. This does not preclude the parties from adding 
clauses on business related issues where required as long as they do not contradict the Clause. 
 

Clause 11 
Subprocessing 

1. The data importer shall not subcontract any of its processing operations performed on behalf of 
the data exporter under the Clauses without the prior written consent of the data exporter. Where 
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the data importer subcontracts its obligations under the Clauses, with the consent of the data exporter, 
it shall do so only by way of a written agreement with the subprocessor which imposes the same 
obligations on the subprocessor as are imposed on the data importer under the Clauses. Where the 
subprocessor fails to fulfil its data protection obligations under such written agreement the data 
importer shall remain fully liable to the data exporter for the performance of the subprocessor's 
obligations under such agreement. 

2. The prior written contract between the data importer and the subprocessor shall also 
provide for a third-party beneficiary clause as laid down in Clause 3 for cases where the 
data subject is not able to bring the claim for compensation referred to in paragraph 1 of 
Clause 6 against the data exporter or the data importer because they have factually 
disappeared or have ceased to exist in law or have become insolvent and no successor 
entity has assumed the entire legal obligations of the data exporter or data importer by 
contract or by operation of law. Such third-party liability of the subprocessor shall be 
limited to its own processing operations under the Clauses. 

3. The provisions relating to data protection aspects for subprocessing of the contract referred to 
in paragraph 1 shall be governed by the law of the jurisdiction in which the data exporter is 
established. 

4. The data exporter shall keep a list of subprocessing agreements concluded under the Clauses 
and notified by the data importer pursuant to Clause 5 (j), which shall be updated at least once 
a year. The list shall be available to the data exporter's data protection supervisory authority. 

 
Clause 12 

Obligation after the termination of personal data processing services 

1. The parties agree that on the termination of the provision of data processing services, the 
data importer and the subprocessor shall, at the choice of the data exporter, return all the 
personal data transferred and the copies thereof to the data exporter or shall destroy all the 
personal data and certify to the data exporter that it has done so, unless legislation 
imposed upon the data importer prevents it from returning or destroying all or part of the 
personal data transferred. In that case, the data importer warrants that it will guarantee the 
confidentiality of the personal data transferred and will not actively process the personal 
data transferred anymore. 

2. The data importer and the subprocessor warrant that upon request of the data exporter 
and/or of the supervisory authority, it will submit its data processing facilities for an audit 
of the measures referred to in paragraph 1. 
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APPENDIX 1 TO THE STANDARD CONTRACTUAL CLAUSES 

Data exporter 

The data exporter is the entity identified as “Client” in the DPA. 

Data importer 

The data importer is the entity identified as “Company” in the DPA., a provider of interviewing 
and assessment technology services. 

Data subjects 

Data subjects are defined in the DPA. 

Categories of data 

The categories of data are set forth in Appendix 1 to the DPA. 

Processing operations 

The personal data transferred will be subject to the following basic processing activities (please specify): 

The processing operations are defined in the DPA. 
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APPENDIX 2 TO THE STANDARD CONTRACTUAL CLAUSES 

This Appendix forms part of the Clauses and must be completed by the parties. 

Description of the technical and organisational security measures implemented by the data 
importer in accordance with Clauses 4(d) and 5(c) (or documentation/legislation attached): 

The technical and organizational security measures implemented by the data importer are as 
described in Appendix 2 of the DPA. 
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